
Computer Network 

Evolution of Networking: 

ARPANET - the First Network 

ARPANET − Advanced Research Projects Agency Network − the granddad of Internet was a network 

established by the US Department of Defense (DOD). The work for establishing the network started in 

the early 1960s and DOD sponsored major research work, which resulted in development on initial 

protocols, languages and frameworks for network communication. 

It had four nodes at University of California at Los Angeles (UCLA), Stanford Research Institute (SRI), 

University of California at Santa Barbara (UCSB) and University of Utah. On October 29, 1969, the first 

message was exchanged between UCLA and SRI. E-mail was created by Roy Tomlinson in 1972 at Bolt 

Beranek and Newman, Inc. (BBN) after UCLA was connected to BBN. 

 

Internet 

ARPANET expanded to connect DOD with those universities of the US that were carrying out defense-

related research. It covered most of the major universities across the country. The concept of 

networking got a boost when University College of London (UK) and Royal Radar Network (Norway) 

connected to the ARPANET and a network of networks was formed. 

The term Internet was coined by Vinton Cerf, Yogen Dalal and Carl Sunshine of Stanford University to 

describe this network of networks. Together they also developed protocols to facilitate information 

exchange over the Internet. Transmission Control Protocol (TCP) still forms the backbone of networking. 

 



Telenet 

Telenet was the first commercial adaptation of ARPANET introduced in 1974. With this the concept of 

Internet Service Provider (ISP) was also introduced. The main function of an ISP is to provide 

uninterrupted Internet connection to its customers at affordable rates. 

World Wide Web 

With commercialization of internet, more and more networks were developed in different part of the 

world. Each network used different protocols for communicating over the network. This prevented 

different networks from connecting together seamlessly. In the 1980s, Tim Berners-Lee led a group of 

Computer scientists at CERN, Switzerland, to create a seamless network of varied networks, called the 

World Wide Web (WWW). 

 

World Wide Web is a complex web of websites and web pages connected together through hypertexts. 

Hypertext is a word or group of words linking to another web page of the same or different website. 

When the hypertext is clicked, another web page opens. 

The evolution from ARPANET to WWW was possible due to many new achievements by researchers and 

computer scientists all over the world. Here are some of those developments − 

Year Milestone 

1957 Advanced Research Project Agency formed by US 

1969 ARPANET became functional 

1970 ARPANET connected to BBNs 

1972 
Roy Tomlinson develops network messaging or E-mail. Symbol @ comes to 

mean "at" 

1973 APRANET connected to Royal Radar Network of Norway 



1974 
Term Internet coined 

First commercial use of ARPANET, Telenet, is approved 

1982 TCP/IP introduced as standard protocol on ARPANET 

1983 Domain Name System introduced 

1986 
National Science Foundation brings connectivity to more people with its 

NSFNET program 

1990 

ARPANET decommissioned 

First web browser Nexus developed 

HTML developed 

2002-2004 Web 2.0 is born 

 

Credit for the initial concept that developed into the World Wide Web is typically given to Leonard 

Kleinrock. In 1961, he wrote about ARPANET, the predecessor of the Internet, in a paper entitled 

"Information Flow in Large Communication Nets." Kleinrock, along with other innnovators such as J.C.R. 

Licklider, the first director of the Information Processing Technology Office (IPTO), provided the 

backbone for the ubiquitous stream of emails, media, Facebook postings and tweets that are now 

shared online every day. Here, then, is a brief history of the Internet: 

The precursor to the Internet was jumpstarted in the early days of computing history, in 1969 with the 

U.S. Defense Department's Advanced Research Projects Agency Network (ARPANET). ARPA-funded 

researchers developed many of the protocols used for Internet communication today. This timeline 

offers a brief history of the Internet’s evolution: 

1965: Two computers at MIT Lincoln Lab communicate with one another using packet-switching 

technology. 

Advertisement 

1968: Beranek and Newman, Inc. (BBN) unveils the final version of the Interface Message Processor 

(IMP) specifications. BBN wins ARPANET contract. 

1969: On Oct. 29, UCLA’s Network Measurement Center, Stanford Research Institute (SRI), University of 

California-Santa Barbara and University of Utah install nodes. The first message is "LO," which was an 

attempt by student Charles Kline to "LOGIN" to the SRI computer from the university. However, the 

message was unable to be completed because the SRI system crashed. 

https://www.livescience.com/5839-40-years-message-conceived-internet.html


1972: BBN’s Ray Tomlinson introduces network email. The Internetworking Working Group (INWG) 

forms to address need for establishing standard protocols. 

1973: Global networking becomes a reality as the University College of London (England) and Royal 

Radar Establishment (Norway) connect to ARPANET. The term Internet is born. 

1974: The first Internet Service Provider (ISP) is born with the introduction of a commercial version of 

ARPANET, known as Telenet. 

1974: Vinton Cerf and Bob Kahn (the duo said by many to be the Fathers of the Internet) publish "A 

Protocol for Packet Network Interconnection," which details the design of TCP. 

1976: Queen Elizabeth II hits the “send button” on her first email. 

1979: USENET forms to host news and discussion groups. 

1981: The National Science Foundation (NSF) provided a grant to establish the Computer Science 

Network (CSNET) to provide networking services to university computer scientists. 

1982: Transmission Control Protocol (TCP) and Internet Protocol (IP), as the protocol suite, commonly 

known as TCP/IP, emerge as the protocol for ARPANET. This results in the fledgling definition of the 

Internet as connected TCP/IP internets. TCP/IP remains the standard protocol for the Internet. 

1983: The Domain Name System (DNS) establishes the familiar .edu, .gov, .com, .mil, .org, .net, and .int 

system for naming websites. This is easier to remember than the previous designation for websites, such 

as 123.456.789.10. 

1984: William Gibson, author of "Neuromancer," is the first to use the term "cyberspace." 

1985: Symbolics.com, the website for Symbolics Computer Corp. in Massachusetts, becomes the first 

registered domain. 

1986: The National Science Foundation’s NSFNET goes online to connected supercomputer centers at 

56,000 bits per second — the speed of a typical dial-up computer modem. Over time the network 

speeds up and regional research and education networks, supported in part by NSF, are connected to 

the NSFNET backbone — effectively expanding the Internet throughout the United States. The NSFNET 

was essentially a network of networks that connected academic users along with the ARPANET. 

1987: The number of hosts on the Internet exceeds 20,000. Cisco ships its first router. 

1989: World.std.com becomes the first commercial provider of dial-up access to the Internet. 

1990: Tim Berners-Lee, a scientist at CERN, the European Organization for Nuclear Research, develops 

HyperText Markup Language (HTML). This technology continues to have a large impact on how we 

navigate and view the Internet today. 

1991: CERN introduces the World Wide Web to the public. 

1992: The first audio and video are distributed over the Internet. The phrase "surfing the Internet" is 

popularized. 
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1993: The number of websites reaches 600 and the White House and United Nations go online. Marc 

Andreesen develops the Mosaic Web browser at the University of Illinois, Champaign-Urbana. The 

number of computers connected to NSFNET grows from 2,000 in 1985 to more than 2 million in 1993. 

The National Science Foundation leads an effort to outline a new Internet architecture that would 

support the burgeoning commercial use of the network. 

1994: Netscape Communications is born. Microsoft creates a Web browser for Windows 95. 

1994: Yahoo! is created by Jerry Yang and David Filo, two electrical engineering graduate students at 

Stanford University. The site was originally called "Jerry and David's Guide to the World Wide Web." The 

company was later incorporated in March 1995. 

1995: Compuserve, America Online and Prodigy begin to provide Internet access. Amazon.com, 

Craigslist and eBay go live. The original NSFNET backbone is decommissioned as the Internet’s 

transformation to a commercial enterprise is largely completed. 

1995: The first online dating site, Match.com, launches. 

1996: The browser war, primarily between the two major players Microsoft and Netscape, heats up. 

CNET buys tv.com for $15,000. 

1996: A 3D animation dubbed "The Dancing Baby" becomes one of the first viral videos. 

1997: Netflix is founded by Reed Hastings and Marc Randolph as a company that sends users DVDs by 

mail. 

1997: PC makers can remove or hide Microsoft’s Internet software on new versions of Windows 95, 

thanks to a settlement with the Justice Department. Netscape announces that its browser will be free. 

1998: The Google search engine is born, changing the way users engage with the Internet. 

1998: The Internet Protocol version 6 introduced, to allow for future growth of Internet Addresses. The 

current most widely used protocol is version 4. IPv4 uses 32-bit addresses allowing for 4.3 billion unique 

addresses; IPv6, with 128-bit addresses, will allow 3.4 x 1038 unique addresses, or 340 trillion trillion 

trillion. 

1999: AOL buys Netscape. Peer-to-peer file sharing becomes a reality as Napster arrives on the Internet, 

much to the displeasure of the music industry. 

2000: The dot-com bubble bursts. Web sites such as Yahoo! and eBay are hit by a large-scale denial of 

service attack, highlighting the vulnerability of the Internet. AOL merges with Time Warner 

2001: A federal judge shuts down Napster, ruling that it must find a way to stop users from sharing 

copyrighted material before it can go back online. 

2003: The SQL Slammer worm spread worldwide in just 10 minutes. Myspace, Skype and the Safari Web 

browser debut. 

2003: The blog publishing platform WordPress is launched. 
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2004: Facebook goes online and the era of social networking begins. Mozilla unveils the Mozilla Firefox 

browser. 

2005: YouTube.com launches. The social news site Reddit is also founded.  

2006: AOL changes its business model, offering most services for free and relying on advertising to 

generate revenue. The Internet Governance Forum meets for the first time. 

2006: Twitter launches. The company's founder, Jack Dorsey, sends out the very first tweet: "just setting 

up my twttr." 

2009: The Internet marks its 40th anniversary. 

2010: Facebook reaches 400 million active users. 

2010: The social media sites Pinterest and Instagram are launched. 

2011: Twitter and Facebook play a large role in the Middle East revolts. 

2012: President Barack Obama's administration announces its opposition to major parts of the Stop 

Online Piracy Act and the Protect Intellectual Property Act, which would have enacted broad new rules 

requiring internet service providers to police copyrighted content. The successful push to stop the bill, 

involving technology companies such as Google and nonprofit organizations including Wikipedia and the 

Electronic Frontier Foundation, is considered a victory for sites such as YouTube that depend on user-

generated content, as well as "fair use" on the Internet. 

2013: Edward Snowden, a former CIA employee and National Security Agency (NSA) contractor, reveals 

that the NSA had in place a monitoring program capable of tapping the communications of thousands of 

people, including U.S. citizens. 

2013: Fifty-one percent of U.S. adults report that they bank online, according to a survey conducted by 

the Pew Research Center. 

2015: Instagram, the photo-sharing site, reaches 400 million users, outpacing Twitter, which would go 

on to reach 316 million users by the middle of the same year. 

2016: Google unveils Google Assistant, a voice-activated personal assistant program, marking the entry 

of the Internet giant into the "smart" computerized assistant marketplace. Google joins Amazon's Alexa, 

Siri from Apple, and Cortana from Microsoft. 

Network Topologies: 

The way in which devices are interconnected to form a network is called network topology. Some of the 

factors that affect choice of topology for a network are − 

Cost − Installation cost is a very important factor in overall cost of setting up an infrastructure. So cable 

lengths, distance between nodes, location of servers, etc. have to be considered when designing a 

network. 

Flexibility − Topology of a network should be flexible enough to allow reconfiguration of office set up, 

addition of new nodes and relocation of existing nodes. 



Reliability − Network should be designed in such a way that it has minimum down time. Failure of one 

node or a segment of cabling should not render the whole network useless. 

Scalability − Network topology should be scalable, i.e. it can accommodate load of new devices and 

nodes without perceptible drop in performance. 

Ease of installation − Network should be easy to install in terms of hardware, software and technical 

personnel requirements. 

Ease of maintenance − Troubleshooting and maintenance of network should be easy. 

Bus Topology 

Data network with bus topology has a linear transmission cable, usually coaxial, to which many network 

devices and workstations are attached along the length. Server is at one end of the bus. When a 

workstation has to send data, it transmits packets with destination address in its header along the bus. 

 

The data travels in both the directions along the bus. When the destination terminal sees the data, it 

copies it to the local disk. 

Advantages of Bus Topology 

These are the advantages of using bus topology − 

Easy to install and maintain 

Can be extended easily 

Very reliable because of single transmission line 

Disadvantages of Bus Topology 

These are some disadvantages of using bus topology − 

Troubleshooting is difficult as there is no single point of control 

One faulty node can bring the whole network down 

Dumb terminals cannot be connected to the bus 

 



Ring Topology 

In ring topology each terminal is connected to exactly two nodes, giving the network a circular shape. 

Data travels in only one pre-determined direction. 

 

When a terminal has to send data, it transmits it to the neighboring node which transmits it to the next 

one. Before further transmission data may be amplified. In this way, data raverses the network and 

reaches the destination node, which removes it from the network. If the data reaches the sender, it 

removes the data and resends it later. 

Advantages of Ring Topology 

These are the advantages of using ring topology − 

Small cable segments are needed to connect two nodes 

Ideal for optical fibres as data travels in only one direction 

Very high transmission speeds possible 

Disadvantages of Ring Topology 

These are some the disadvantages of using ring topology − 

Failure of single node brings down the whole network 

Troubleshooting is difficult as many nodes may have to be inspected before faulty one is identified 

Difficult to remove one or more nodes while keeping the rest of the network intact 

Star Topology 

In star topology, server is connected to each node individually. Server is also called the central node. Any 

exchange of data between two nodes must take place through the server. It is the most popular 

topology for information and voice networks as central node can process data received from source 

node before sending it to the destination node. 



 

Advantages of Star Topology 

These are the advantages of using star topology − 

Failure of one node does not affect the network 

Troubleshooting is easy as faulty node can be detected from central node immediately 

Simple access protocols required as one of the communicating nodes is always the central node 

Disadvantages of Star Topology 

These are the disadvantages of using star topology − 

Long cables may be required to connect each node to the server 

Failure of central node brings down the whole network 

Tree Topology 

Tree topology has a group of star networks connected to a linear bus backbone cable. It incorporates 

features of both star and bus topologies. Tree topology is also called hierarchical topology. 

 

Advantages of Tree Topology 

These are some of the advantages of using tree topology − 

Existing network can be easily expanded 



Point-to-point wiring for individual segments means easier installation and maintenance 

Well suited for temporary networks 

Disadvantages of Tree Topology 

These are some of the disadvantages of using tree topology − 

Technical expertise required to configure and wire tree topology 

Failure of backbone cable brings down entire network 

Insecure network 

Maintenance difficult for large networks 

Types of Network 

Personal Area Network 

A Personal Area Network (PAN) is smallest network which is very personal to a user. This may include 

Bluetooth enabled devices or infra-red enabled devices. PAN has connectivity range up to 10 meters. 

PAN may include wireless computer keyboard and mouse, Bluetooth enabled headphones, wireless 

printers and TV remotes. 

 

For example, Piconet is Bluetooth-enabled Personal Area Network which may contain up to 8 devices 

connected together in a master-slave fashion. 

Local Area Network 

A computer network spanned inside a building and operated under single administrative system is 

generally termed as Local Area Network (LAN). Usually,LAN covers an organization’ offices, schools, 

colleges or universities. Number of systems connected in LAN may vary from as least as two to as much 

as 16 million. 

LAN provides a useful way of sharing the resources between end users.The resources such as printers, 

file servers, scanners, and internet are easily sharable among computers. 



 

LANs are composed of inexpensive networking and routing equipment. It may contains local servers 

serving file storage and other locally shared applications. It mostly operates on private IP addresses and 

does not involve heavy routing. LAN works under its own local domain and controlled centrally. 

LAN uses either Ethernet or Token-ring technology. Ethernet is most widely employed LAN technology 

and uses Star topology, while Token-ring is rarely seen. 

LAN can be wired,wireless, or in both forms at once. 

Metropolitan Area Network 

The Metropolitan Area Network (MAN) generally expands throughout a city such as cable TV network. It 

can be in the form of Ethernet,Token-ring, ATM, or Fiber Distributed Data Interface (FDDI). 

Metro Ethernet is a service which is provided by ISPs. This service enables its users to expand their Local 

Area Networks. For example, MAN can help an organization to connect all of its offices in a city. 

 

Backbone of MAN is high-capacity and high-speed fiber optics. MAN works in between Local Area 

Network and Wide Area Network. MAN provides uplink for LANs to WANs or internet. 

 

 



Wide Area Network 

As the name suggests,the Wide Area Network (WAN) covers a wide area which may span across 

provinces and even a whole country. Generally, telecommunication networks are Wide Area Network. 

These networks provide connectivity to MANs and LANs. Since they are equipped with very high speed 

backbone, WANs use very expensive network equipment. 

 

WAN may use advanced technologies such as Asynchronous Transfer Mode (ATM), Frame Relay, and 

Synchronous Optical Network (SONET). WAN may be managed by multiple administration. 

Internetwork 

A network of networks is called an internetwork, or simply the internet. It is the largest network in 

existence on this planet.The internet hugely connects all WANs and it can have connection to LANs and 

Home networks. Internet uses TCP/IP protocol suite and uses IP as its addressing protocol. Present day, 

Internet is widely implemented using IPv4. Because of shortage of address spaces, it is gradually 

migrating from IPv4 to IPv6. 

Internet enables its users to share and access enormous amount of information worldwide. It uses 

WWW, FTP, email services, audio and video streaming etc. At huge level, internet works on Client-Server 

model. 

Internet uses very high speed backbone of fiber optics. To inter-connect various continents, fibers are 

laid under sea known to us as submarine communication cable. 

Internet is widely deployed on World Wide Web services using HTML linked pages and is accessible by 

client software known as Web Browsers. When a user requests a page using some web browser located 

on some Web Server anywhere in the world, the Web Server responds with the proper HTML page. The 

communication delay is very low. 

Internet is serving many proposes and is involved in many aspects of life. Some of them are: 

Web sites 

E-mail 

Instant Messaging 

Blogging 

Social Media 



Marketing 

Networking 

Resource Sharing 

Audio and Video Streaming 

For any networking to be effective, raw stream of data is to be transported from one device to other 

over some medium. Various transmission media can be used for transfer of data. These transmission 

media may be of two types − 

Guided − In guided media, transmitted data travels through cabling system that has a fixed path. For 

example, copper wires, fibre optic wires, etc. 

Unguided − In unguided media, transmitted data travels through free space in form of electromagnetic 

signal. For example, radio waves, lasers, etc. 

Each transmission media has its own advantages and disadvantages in terms of bandwidth, speed, 

delay, cost per bit, ease of installation and maintenance, etc. Let’s discuss some of the most commonly 

used media in detail. 

Twisted Pair Cable 

Copper wires are the most common wires used for transmitting signals because of good performance at 

low costs. They are most commonly used in telephone lines. However, if two or more wires are lying 

together, they can interfere with each other’s signals. To reduce this electromagnetic interference, pair 

of copper wires are twisted together in helical shape like a DNA molecule. Such twisted copper wires are 

called twisted pair. To reduce interference between nearby twisted pairs, the twist rates are different 

for each pair. 

 

Up to 25 twisted pair are put together in a protective covering to form twisted pair cables that are the 

backbone of telephone systems and Ethernet networks. 

Advantages of twisted pair cable 

Twisted pair cable are the oldest and most popular cables all over the world. This is due to the many 

advantages that they offer − 

Trained personnel easily available due to shallow learning curve 

Can be used for both analog and digital transmissions 



Least expensive for short distances 

Entire network does not go down if a part of network is damaged 

Disadvantages of twisted pair cable 

With its many advantages, twisted pair cables offer some disadvantages too − 

Signal cannot travel long distances without repeaters 

High error rate for distances greater than 100m 

Very thin and hence breaks easily 

Not suitable for broadband connections 

Shielding twisted pair cable 

To counter the tendency of twisted pair cables to pick up noise signals, wires are shielded in the 

following three ways − 

Each twisted pair is shielded. 

Set of multiple twisted pairs in the cable is shielded. 

Each twisted pair and then all the pairs are shielded. 

Such twisted pairs are called shielded twisted pair (STP) cables. The wires that are not shielded but 

simply bundled together in a protective sheath are called unshielded twisted pair (UTP) cables. These 

cables can have maximum length of 100 metres. 

Shielding makes the cable bulky, so UTP are more popular than STP. UTP cables are used as the last mile 

network connection in homes and offices. 

Coaxial Cable 

Coaxial cables are copper cables with better shielding than twisted pair cables, so that transmitted 

signals may travel longer distances at higher speeds. A coaxial cable consists of these layers, starting 

from the innermost − 

Stiff copper wire as core 

Insulating material surrounding the core 

Closely woven braided mesh of conducting material surrounding the insulator 

Protective plastic sheath encasing the wire 

Coaxial cables are widely used for cable TV connections and LANs. 



 

Advantages of Coaxial Cables 

These are the advantages of coaxial cables − 

Excellent noise immunity 

Signals can travel longer distances at higher speeds, e.g. 1 to 2 Gbps for 1 Km cable 

Can be used for both analog and digital signals 

Inexpensive as compared to fibre optic cables 

Easy to install and maintain 

Disadvantages of Coaxial Cables 

These are some of the disadvantages of coaxial cables − 

Expensive as compared to twisted pair cables 

Not compatible with twisted pair cables 

Optical Fibre 

Thin glass or plastic threads used to transmit data using light waves are called optical fibre. Light 

Emitting Diodes (LEDs) or Laser Diodes (LDs) emit light waves at the source, which is read by 

a detector at the other end. Optical fibre cable has a bundle of such threads or fibres bundled together 

in a protective covering. Each fibre is made up of these three layers, starting with the innermost layer − 

Core made of high quality silica glass or plastic 

Cladding made of high quality silica glass or plastic, with a lower refractive index than the core 

 

 



Protective outer covering called buffer 

Note that both core and cladding are made of similar material. However, as refractive index of the 

cladding is lower, any stray light wave trying to escape the core is reflected back due to total internal 

reflection. 

 

Optical fibre is rapidly replacing copper wires in telephone lines, internet communication and even cable 

TV connections because transmitted data can travel very long distances without weakening. Single 

node fibre optic cable can have maximum segment length of 2 kms and bandwidth of up to 100 

Mbps. Multi-node fibre optic cable can have maximum segment length of 100 kms and bandwidth up to 

2 Gbps. 

Advantages of Optical Fibre 

Optical fibre is fast replacing copper wires because of these advantages that it offers − 

High bandwidth 

Immune to electromagnetic interference 

Suitable for industrial and noisy areas 

Signals carrying data can travel long distances without weakening 

Disadvantages of Optical Fibre 

Despite long segment lengths and high bandwidth, using optical fibre may not be a viable option for 

every one due to these disadvantages − 

Optical fibre cables are expensive 

Sophisticated technology required for manufacturing, installing and maintaining optical fibre cables 

Light waves are unidirectional, so two frequencies are required for full duplex transmission 

Wireless transmission is a form of unguided media. Wireless communication involves no physical link 

established between two or more devices, communicating wirelessly. Wireless signals are spread over in 

the air and are received and interpreted by appropriate antennas. 



When an antenna is attached to electrical circuit of a computer or wireless device, it converts the digital 

data into wireless signals and spread all over within its frequency range. The receptor on the other end 

receives these signals and converts them back to digital data. 

A little part of electromagnetic spectrum can be used for wireless transmission. 

 

Radio Transmission 

Radio frequency is easier to generate and because of its large wavelength it can penetrate through walls 

and structures alike.Radio waves can have wavelength from 1 mm – 100,000 km and have frequency 

ranging from 3 Hz (Extremely Low Frequency) to 300 GHz (Extremely High Frequency). Radio frequencies 

are sub-divided into six bands. 

Radio waves at lower frequencies can travel through walls whereas higher RF can travel in straight line 

and bounce back.The power of low frequency waves decreases sharply as they cover long distance. High 

frequency radio waves have more power. 

Lower frequencies such as VLF, LF, MF bands can travel on the ground up to 1000 kilometers, over the 

earth’s surface. 

 

Radio waves of high frequencies are prone to be absorbed by rain and other obstacles. They use 

Ionosphere of earth atmosphere. High frequency radio waves such as HF and VHF bands are spread 

upwards. When they reach Ionosphere, they are refracted back to the earth. 



 

Microwave Transmission 

Electromagnetic waves above 100 MHz tend to travel in a straight line and signals over them can be sent 

by beaming those waves towards one particular station. Because Microwaves travels in straight lines, 

both sender and receiver must be aligned to be strictly in line-of-sight. 

Microwaves can have wavelength ranging from 1 mm – 1 meter and frequency ranging from 300 MHz to 

300 GHz. 

 

Microwave antennas concentrate the waves making a beam of it. As shown in picture above, multiple 

antennas can be aligned to reach farther. Microwaves have higher frequencies and do not penetrate 

wall like obstacles. 

Microwave transmission depends highly upon the weather conditions and the frequency it is using. 

Infrared Transmission 

Infrared wave lies in between visible light spectrum and microwaves. It has wavelength of 700-nm to 1-

mm and frequency ranges from 300-GHz to 430-THz. 

Infrared wave is used for very short range communication purposes such as television and it’s remote. 

Infrared travels in a straight line hence it is directional by nature. Because of high frequency range, 

Infrared cannot cross wall-like obstacles. 

Light Transmission 

Highest most electromagnetic spectrum which can be used for data transmission is light or optical 

signaling. This is achieved by means of LASER. 

Because of frequency light uses, it tends to travel strictly in straight line.Hence the sender and receiver 

must be in the line-of-sight. Because laser transmission is unidirectional, at both ends of communication 



the laser and the photo-detector needs to be installed. Laser beam is generally 1mm wide hence it is a 

work of precision to align two far receptors each pointing to lasers source. 

 

Laser works as Tx (transmitter) and photo-detectors works as Rx (receiver). 

Lasers cannot penetrate obstacles such as walls, rain, and thick fog. Additionally, laser beam is distorted 

by wind, atmosphere temperature, or variation in temperature in the path. 

Laser is safe for data transmission as it is very difficult to tap 1mm wide laser without interrupting the 

communication channel. 

Infrared 

Low frequency infrared waves are used for very short distance communication like TV remote, wireless 

speakers, automatic doors, hand held devices etc. Infrared signals can propagate within a room but 

cannot penetrate walls. However, due to such short range, it is considered to be one of the most secure 

transmission modes. 

 

Radio Wave 

Transmission of data using radio frequencies is called radio-wave transmission. We all are familiar with 

radio channels that broadcast entertainment programs. Radio stations transmit radio waves 

using transmitters, which are received by the receiver installed in our devices. 

Both transmitters and receivers use antennas to radiate or capture radio signals. These radio 

frequencies can also be used for direct voice communication within the allocated range. This range is 

usually 10 miles. 



 

Advantages of Radio Wave 

These are some of the advantages of radio wave transmissions − 

Inexpensive mode of information exchange 

No land needs to be acquired for laying cables 

Installation and maintenance of devices is cheap 

Disadvantages of Radio Wave 

These are some of the disadvantages of radio wave transmissions − 

Insecure communication medium 

Prone to weather changes like rain, thunderstorms, etc. 

 

Hardware devices that are used to connect computers, printers, fax machines and other electronic 

devices to a network are called network devices. These devices transfer data in a fast, secure and 

correct way over same or different networks. Network devices may be inter-network or intra-network. 

Some devices are installed on the device, like NIC card or RJ45 connector, whereas some are part of the 

network, like router, switch, etc. Let us explore some of these devices in greater detail. 

Modem 

Modem is a device that enables a computer to send or receive data over telephone or cable lines. The 

data stored on the computer is digital whereas a telephone line or cable wire can transmit only analog 

data. 



 

The main function of the modem is to convert digital signal into analog and vice versa. Modem is a 

combination of two devices − modulator and demodulator. The modulator converts digital data into 

analog data when the data is being sent by the computer. The demodulator converts analog data signals 

into digital data when it is being received by the computer. 

Types of Modem 

Modem can be categorized in several ways like direction in which it can transmit data, type of 

connection to the transmission line, transmission mode, etc. 

Depending on direction of data transmission, modem can be of these types − 

Simplex − A simplex modem can transfer data in only one direction, from digital device to network 

(modulator) or network to digital device (demodulator). 

Half duplex − A half-duplex modem has the capacity to transfer data in both the directions but only one 

at a time. 

Full duplex − A full duplex modem can transmit data in both the directions simultaneously. 

RJ45 Connector 

RJ45 is the acronym for Registered Jack 45. RJ45 connector is an 8-pin jack used by devices to physically 

connect to Ethernet based local area networks (LANs). Ethernet is a technology that defines protocols 

for establishing a LAN. The cable used for Ethernet LANs are twisted pair ones and have RJ45 connector 

pins at both ends. These pins go into the corresponding socket on devices and connect the device to the 

network. 

Ethernet Card 

Ethernet card, also known as network interface card (NIC), is a hardware component used by computers 

to connect to Ethernet LAN and communicate with other devices on the LAN. The earliest Ethernet 

cards were external to the system and needed to be installed manually. In modern computer systems, it 

is an internal hardware component. The NIC has RJ45 socketwhere network cable is physically plugged 

in. 

 



Ethernet card speeds may vary depending upon the protocols it supports. Old Ethernet cards had 

maximum speed of 10 Mbps. However, modern cards support fast Ethernets up to a speed of 100 Mbps. 

Some cards even have capacity of 1 Gbps. 

Router 

A router is a network layer hardware device that transmits data from one LAN to another if both 

networks support the same set of protocols. So a router is typically connected to at least two LANs and 

the internet service provider (ISP). It receives its data in the form of packets, which are data frames with 

their destination address added. Router also strengthens the signals before transmitting them. That is 

why it is also called repeater. 

 

Routing Table 

A router reads its routing table to decide the best available route the packet can take to reach its 

destination quickly and accurately. The routing table may be of these two types − 

Static − In a static routing table the routes are fed manually. So it is suitable only for very small networks 

that have maximum two to three routers. 

Dynamic − In a dynamic routing table, the router communicates with other routers through protocols to 

determine which routes are free. This is suited for larger networks where manual feeding may not be 

feasible due to large number of routers. 

Switch 

Switch is a network device that connects other devices to Ethernet networks through twisted 

pair cables. It uses packet switching technique to receive, store and forward data packets on the 

network. The switch maintains a list of network addresses of all the devices connected to it. 

On receiving a packet, it checks the destination address and transmits the packet to the correct port. 

Before forwarding, the packets are checked for collision and other network errors. The data is 

transmitted in full duplex mode 

 



Data transmission speed in switches can be double that of other network devices like hubs used for 

networking. This is because switch shares its maximum speed with all the devices connected to it. This 

helps in maintaining network speed even during high traffic. In fact, higher data speeds are achieved on 

networks through use of multiple switches. 

Gateway 

Gateway is a network device used to connect two or more dissimilar networks. In networking parlance, 

networks that use different protocols are dissimilar networks. A gateway usually is a computer with 

multiple NICsconnected to different networks. A gateway can also be configured completely using 

software. As networks connect to a different network through gateways, these gateways are usually 

hosts or end points of the network. 

 

Gateway uses packet switching technique to transmit data from one network to another. In this way it is 

similar to a router, the only difference being router can transmit data only over networks that use same 

protocols. 

Wi-Fi Card 

Wi-Fi is the acronym for wireless fidelity. Wi-Fi technology is used to achieve wireless connection to any 

network. Wi-Fi card is a card used to connect any device to the local network wirelessly. The physical 

area of the network which provides internet access through Wi-Fi is called Wi-Fi hotspot. Hotspots can 

be set up at home, office or any public space. Hotspots themselves are connected to the network 

through wires. 

 



A Wi-Fi card is used to add capabilities like teleconferencing, downloading digital camera images, video 

chat, etc. to old devices. Modern devices come with their in-built wireless network adapter. 

 

Network Devices (Hub, Repeater, Bridge, Switch, Router and Gateways) 

1.2 

 

  

1. Repeater – A repeater operates at the physical layer. Its job is to regenerate the signal over the 

same network before the signal becomes too weak or corrupted so as to extend the length to which the 

signal can be transmitted over the same network. An important point to be noted about repeaters is 

that they do no amplify the signal. When the signal becomes weak, they copy the signal bit by bit and 

regenerate it at the original strength. It is a 2 port device. 

  

2. Hub –  A hub is basically a multiport repeater. A hub connects multiple wires coming from different 

branches, for example, the connector in star topology which connects different stations. Hubs cannot 

filter data, so data packets are sent to all connected devices.  In other words, collision domain of all 

hosts connected through Hub remains one.  Also, they do not have intelligence to find out best path for 

data packets which leads to inefficiencies and wastage. 

  

3. Bridge – A bridge operates at data link layer. A bridge is a repeater, with add on functionality of 

filtering content by reading the MAC addresses of source and destination. It is also used for 

interconnecting two LANs working on the same protocol. It has a single input and single output port, 

thus making it a 2 port device. 

  

4. Switch – A switch is a multi port bridge with a buffer and a design that can boost its efficiency(large 

number of  ports imply less traffic) and performance. Switch is data link layer device. Switch can perform 

error checking before forwarding data, that makes it very efficient as it does not forward packets that 

have errors and  forward good packets selectively to correct port only.  In other words, switch divides 

collision domain of hosts, but broadcast domain remains same. 

http://www.geeksforgeeks.org/basic/
https://en.wikipedia.org/wiki/Collision_domain
https://en.wikipedia.org/wiki/Broadcast_domain
http://www.geeksforgeeks.org/wp-content/uploads/gq/2015/07/symbols.jpg


  

5. Routers – A router is a device like a switch that routes data packets based on their IP addresses. 

Router is mainly a Network Layer device. Routers normally connect LANs and WANs together and have a 

dynamically updating routing table based on which they make decisions on routing the data packets. 

Router divide broadcast domains of hosts connected through it. 

 

  

6. Gateway – A gateway, as the name suggests, is a passage to connect two networks together that 

may work upon different networking models. They basically works as the messenger agents that take 

data from one system, interpret it, and transfer it to another system. Gateways are also called protocol 

converters and can operate at any network layer. Gateways are generally more complex than switch or 

router. 

 

What is Internet? 

The Internet is essentially a global network of computing resources. You can think of the Internet as a 

physical collection of routers and circuits as a set of shared resources. 

Some common definitions given in the past include − 

A network of networks based on the TCP/IP communications protocol. 

A community of people who use and develop those networks. 

A community of people who use and develop those networks. 

Internet-Based Services 

Some of the basic services available to Internet users are − 

Email − A fast, easy, and inexpensive way to communicate with other Internet users around the world. 



Telnet − Allows a user to log into a remote computer as though it were a local system. 

FTP − Allows a user to transfer virtually every kind of file that can be stored on a computer from one 

Internet-connected computer to another. 

UseNet news − A distributed bulletin board that offers a combination news and discussion service on 

thousands of topics. 

World Wide Web (WWW) − A hypertext interface to Internet information resources. 

What is WWW? 

WWW stands for World Wide Web. A technical definition of the World Wide Web is − All the resources 

and users on the Internet that are using the Hypertext Transfer Protocol (HTTP). 

A broader definition comes from the organization that Web inventor Tim Berners-Lee helped found, the 

World Wide Web Consortium (W3C): The World Wide Web is the universe of network-accessible 

information, an embodiment of human knowledge. 

In simple terms, The World Wide Web is a way of exchanging information between computers on the 

Internet, tying them together into a vast collection of interactive multimedia resources. 

What is HTTP? 

HTTP stands for Hypertext Transfer Protocol. This is the protocol being used to transfer hypertext 

documents that makes the World Wide Web possible. 

A standard web address such as Yahoo.com is called a URL and here the prefix http indicates its 

protocol 

What is URL? 

URL stands for Uniform Resource Locator, and is used to specify addresses on the World Wide Web. A 

URL is the fundamental network identification for any resource connected to the web (e.g., hypertext 

pages, images, and sound files). 

A URL will have the following format − 

protocol://hostname/other_information 

The protocol specifies how information is transferred from a link. The protocol used for web resources is 

HyperText Transfer Protocol (HTTP). Other protocols compatible with most web browsers include FTP, 

telnet, newsgroups, and Gopher. 

The protocol is followed by a colon, two slashes, and then the domain name. The domain name is the 

computer on which the resource is located. 

Links to particular files or subdirectories may be further specified after the domain name. The directory 

names are separated by single forward slashes. 

What is Website? 

http://www.yahoo.com/


Currently you are on our website Tutorialspoint.com which is a collection of various pages written in 

HTML markup language. This is a location on the web where people can find tutorials on latest 

technologies. Similarly, there are millions of websites available on the web. 

Each page available on the website is called a web page and first page of any website is called home 

page for that site. 

What is Web Server? 

Every Website sits on a computer known as a Web server. This server is always connected to the 

internet. Every Web server that is connected to the Internet is given a unique address made up of a 

series of four numbers between 0 and 256 separated by periods. For example, 68.178.157.132 or 

68.122.35.127. 

When you register a Web address, also known as a domain name, such as tutorialspoint.com you have 

to specify the IP address of the Web server that will host the site. 

We will see different type of Web servers in a separate chapter. 

What is Web Browser? 

Web Browsers are software installed on your PC. To access the Web you need a web browsers, such as 

Netscape Navigator, Microsoft Internet Explorer or Mozilla Firefox. 

Currently you must be using any sort of Web browser while you are navigating through my site 

tutorialspoint.com. On the Web, when you navigate through pages of information this is commonly 

known as browsing or surfing. 

We will see different type of Web browsers in a separate chapter. 

What is SMTP Server? 

SMTP stands for Simple Mail Transfer Protocol Server. This server takes care of delivering emails from 

one server to another server. When you send an email to an email address, it is delivered to its recipient 

by a SMTP Server. 

What is ISP? 

ISP stands for Internet Service Provider. They are the companies who provide you service in terms of 

internet connection to connect to the internet. 

You will buy space on a Web Server from any Internet Service Provider. This space will be used to host 

your Website. 

What is HTML? 

HTML stands for Hyper Text Markup Language. This is the language in which we write web pages for any 

Website. Even the page you are reading right now is written in HTML. 

This is a subset of Standard Generalized Mark-Up Language (SGML) for electronic publishing, the specific 

standard used for the World Wide Web. 

http://www.tutorialspoint.com/


What is Hyperlink? 

A hyperlink or simply a link is a selectable element in an electronic document that serves as an access 

point to other electronic resources. Typically, you click the hyperlink to access the linked resource. 

Familiar hyperlinks include buttons, icons, image maps, and clickable text links. 

What is DNS? 

DNS stands for Domain Name System. When someone types in your domain name, www.example.com, 

your browser will ask the Domain Name System to find the IP that hosts your site. When you register 

your domain name, your IP address should be put in a DNS along with your domain name. Without 

doing it your domain name will not be functioning properly. 

What is W3C? 

W3C stands for World Wide Web Consortium which is an international consortium of companies 

involved with the Internet and the Web. 

The W3C was founded in 1994 by Tim Berners-Lee, the original architect of the World Wide Web. The 

organization's purpose is to develop open standards so that the Web evolves in a single direction rather 

than being splintered among competing factions. The W3C is the chief standards body for HTTP and 

HTML. 

Packet Flow in Network 

All the hosts in IPv4 environment are assigned unique logical IP addresses. When a host wants to send 

some data to another host on the network, it needs the physical (MAC) address of the destination host. 

To get the MAC address, the host an broadcasts ARP message and asks to give the MAC address 

whoever is the owner of destination IP address. All the hosts on that segment receive the ARP packet, 

but only the host having its IP matching with the one in the ARP message, replies with its MAC address. 

Once the sender receives the MAC address of the receiving station, data is sent on the physical media. 

In case the IP does not belong to the local subnet, the data is sent to the destination by means of 

Gateway of the subnet. To understand the packet flow, we must first understand the following 

components: 

MAC Address: Media Access Control Address is 48-bit factory hard coded physical address of network 

device which can uniquely be identified. This address is assigned by device manufacturers. 

Address Resolution Protocol: Address Resolution Protocol is used to acquire the MAC address of a host 

whose IP address is known. ARP is a Broadcast packet which is received by all the host in the network 

segment. But only the host whose IP is mentioned in ARP responds to it providing its MAC address. 

Proxy Server: To access the Internet, networks use a Proxy Server which has a public IP assigned. All the 

PCs request the Proxy Server for a Server on the Internet. The Proxy Server on behalf of the PCS sends 

the request to the server and when it receives a response from the Server, the Proxy Server forwards it 

to the client PC. This is a way to control Internet access in computer networks and it helps to implement 

web based policies. 



Dynamic Host Control Protocol: DHCP is a service by which a host is assigned IP address from a pre-

defined address pool. DHCP server also provides necessary information such as Gateway IP, DNS Server 

Address, lease assigned with the IP, etc. By using DHCP services, a network administrator can manage 

assignment of IP addresses at ease. 

Domain Name System: It is very likely that a user does not know the IP address of a remote Server he 

wants to connect to. But he knows the name assigned to it, for example, tutorialpoints.com. When the 

user types the name of a remote server he wants to connect to, the localhost behind the screens sends 

a DNS query. Domain Name System is a method to acquire the IP address of the host whose Domain 

Name is known. 

Network Address Translation: Almost all PCs in a computer network are assigned private IP addresses 

which are not routable on the Internet. As soon as a router receives an IP packet with a private IP 

address, it drops it. In order to access servers on public private address, computer networks use an 

address translation service, which translates between public and private addresses, called Network 

Address Translation. When a PC sends an IP packet out of a private network, NAT changes the private IP 

address with public IP address and vice versa. 

We can now describe the packet flow. Assume that a user wants to access www.TutorialsPoint.com 

from her personal computer. She has internet connection from her ISP. The following steps will be taken 

by the system to help her reach the destination website. 

Step: 1 – Acquiring an IP Address (DHCP) 

When the user’s PC boots up, it searches for a DHCP server to acquire an IP address. For the same, the 

PC sends a DHCPDISCOVER broadcast which is received by one or more DHCP servers on the subnet and 

they all respond with DHCPOFFER which includes all the necessary details such as IP, subnet, Gateway, 

DNS, etc. The PC sends DHCPREQUEST packet in order to request the offered IP address. Finally, the 

DHCP sends DHCPACK packet to tell the PC that it can keep the IP for some given amount of time that is 

known as IP lease. 

Alternatively, a PC can be assigned an IP address manually without taking any help from DHCP server. 

When a PC is well configured with IP address details, it can communicate other computers all over the IP 

enabled network. 

Step: 2 – DNS Query 

When a user opens a web browser and types www.tutorialpoints.com which is a domain name and a PC 

does not understand how to communicate with the server using domain names, then the PC sends a 

DNS query out on the network in order to obtain the IP address pertaining to the domain name. The 

pre-configured DNS server responds to the query with IP address of the domain name specified. 

Step: 3 – ARP Request 

The PC finds that the destination IP address does not belong to his own IP address range and it has to 

forward the request to the Gateway. The Gateway in this scenario can be a router or a Proxy Server. 

Though the Gateway’s IP address is known to the client machine but computers do not exchange data 

on IP addresses, rather they need the machine’s hardware address which is Layer-2 factory coded MAC 

address. To obtain the MAC address of the Gateway, the client PC broadcasts an ARP request saying 



"Who owns this IP address?" The Gateway in response to the ARP query sends its MAC address. Upon 

receiving the MAC address, the PC sends the packets to the Gateway. 

An IP packet has both source and destination addresses and it connects the host with a remote host 

logically, whereas MAC addresses help systems on a single network segment to transfer actual data. It is 

important that source and destination MAC addresses change as they travel across the Internet 

(segment by segment) but source and destination IP addresses never change. 

Reference Model 

Reference Model offers a means of standardization which is acceptable worldwide. Since people using 

the computer network are located over a wide physical range and their network devices might have 

heterogeneous architecture. In order to provide communication among heterogeneous devices, we 

need a standardized model i.e. a reference model, which would provide us way how these devices can 

communicate regardless their architecture. 

We have two reference models such as OSI model and TCP/IP reference model, however, the OSI model 

is a hypothetical one but the TCP/IP is absolutely practical model. 

OSI Model 

OSI is acronym of Open System Interface. This model is developed by the International organization of 

Standardization (ISO) and therefore also referred as ISO-OSI Model. 

The OSI model consists of seven layers as shown in the following diagram. Each layer has a specific 

function, however each layer provide services to the layer above. 

 

 



Physical Layer 

The Physical layer is responsible for the following activities: 

Activating, maintaining and deactivating the physical connection. 

Defining voltages and data rates needed for transmission. 

Converting digital bits into electrical signal. 

Deciding whether the connection is simplex, half duplex or full duplex. 

Data Link Layer 

The data link layer performs the following functions: 

Performs synchronization and error control for the information which is to be transmitted over the 

physical link. 

Enables error detection, and adds error detection bits to the data which are to be transmitted. 

Network Layer 

Following are the functions of Network Layer: 

To route the signals through various channels to the other end. 

To act as the network controller by deciding which route data should take. 

To divide the outgoing messages into packets and to assemble incoming packets into messages for 

higher levels. 

Transport Layer 

The Transport layer performs the following functions: 

It decides if the data transmission should take place on parallel paths or single path. 

It performs multiplexing, splitting on the data. 

It breaks the data groups into smaller units so that they are handled more efficiently by the network 

layer. 

The Transport Layer guarantees transmission of data from one end to other end. 

Session Layer 

The Session layer performs the following functions: 

Manages the messages and synchronizes conversations between two different applications. 

It controls logging on and off, user identification, billing and session management. 

 

 



Presentation Layer 

The Presentation layer performs the following functions: 
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This layer makes it sure that the information is delivered in such a form that the receiving system will 

understand and use it. 

Application Layer 

The Application layer performs the following functions: 

It provides different services such as manipulation of information in several ways, retransferring the files 

of information, distributing the results etc. 

The functions such as LOGIN or password checking are also performed by the application layer. 

TCP/IP Model 

TCP/IP model is practical model and is used in the Internet. TCP/IP is acronym of Transmission Control 

Protocol and Internet Protocol. 

The TCP/IP model combines the two layers (Physical and Data link layer) into one layer i.e. Host-to-

Network layer. The following diagram shows the various layers of TCP/IP model: 

 

Application Layer 

This layer is same as that of the OSI model and performs the following functions: 

It provides different services such as manipulation of information in several ways, retransferring the files 

of information, distributing the results etc. 



The functions such as LOGIN or password checking are also performed by the application layer. 

Protocols used: TELNET, FTP, SMTP, DN, HTTP, NNTP are the protocols employed in this layer. 

Transport Layer 

It does the same functions as that of transport layer in OSI model. Here are the key points regarding 

transport layer: 

It uses TCP and UDP protocol for end to end transmission. 

TCP is reliable and connection oriented protocol. 

TCP also handles flow control. 

The UDP is not reliable and a connection less protocol also does not perform flow control. 

Protocols used: TCP/IP and UDP protocols are employed in this layer. 

Internet Layer 

The function of this layer is to allow the host to insert packets into network and then make them travel 

independently to the destination. However, the order of receiving the packet can be different from the 

sequence they were sent. 

Protocols used: Internet Protocol (IP) is employed in Internet layer. 

Host-to-Network Layer 

This is the lowest layer in TCP/IP model. The host has to connect to network using some protocol, so 

that it can send IP packets over it. This protocol varies from host to host and network to network. 

Protocols used: ARPANET, SATNET, LAN, packet radio are the protocols which are used in this layer. 

Data or information can be stored in two ways, analog and digital. For a computer to use the data, it 

must be in discrete digital form.Similar to data, signals can also be in analog and digital form. To 

transmit data digitally, it needs to be first converted to digital form. 

Digital-to-Digital Conversion 

This section explains how to convert digital data into digital signals. It can be done in two ways, line 

coding and block coding. For all communications, line coding is necessary whereas block coding is 

optional. 

Line Coding 

The process for converting digital data into digital signal is said to be Line Coding. Digital data is found in 

binary format.It is represented (stored) internally as series of 1s and 0s. 



 

Digital signal is denoted by discreet signal, which represents digital data.There are three types of line 

coding schemes available: 

 

Uni-polar Encoding 

Unipolar encoding schemes use single voltage level to represent data. In this case, to represent binary 1, 

high voltage is transmitted and to represent 0, no voltage is transmitted. It is also called Unipolar-Non-

return-to-zero, because there is no rest condition i.e. it either represents 1 or 0. 

 

Polar Encoding 

Polar encoding scheme uses multiple voltage levels to represent binary values. Polar encodings is 

available in four types: 

Polar Non-Return to Zero (Polar NRZ) 

It uses two different voltage levels to represent binary values. Generally, positive voltage represents 1 

and negative value represents 0. It is also NRZ because there is no rest condition. 

NRZ scheme has two variants: NRZ-L and NRZ-I. 



 

NRZ-L changes voltage level at when a different bit is encountered whereas NRZ-I changes voltage when 

a 1 is encountered. 

Return to Zero (RZ) 

Problem with NRZ is that the receiver cannot conclude when a bit ended and when the next bit is 

started, in case when sender and receiver’s clock are not synchronized. 

 

RZ uses three voltage levels, positive voltage to represent 1, negative voltage to represent 0 and zero 

voltage for none. Signals change during bits not between bits. 

Manchester 

This encoding scheme is a combination of RZ and NRZ-L. Bit time is divided into two halves. It transits in 

the middle of the bit and changes phase when a different bit is encountered. 

Differential Manchester 

This encoding scheme is a combination of RZ and NRZ-I. It also transit at the middle of the bit but 

changes phase only when 1 is encountered. 

Bipolar Encoding 



Bipolar encoding uses three voltage levels, positive, negative and zero. Zero voltage represents binary 0 

and bit 1 is represented by altering positive and negative voltages. 

 

Block Coding 

To ensure accuracy of the received data frame redundant bits are used. For example, in even-parity, one 

parity bit is added to make the count of 1s in the frame even. This way the original number of bits is 

increased. It is called Block Coding. 

Block coding is represented by slash notation, mB/nB.Means, m-bit block is substituted with n-bit block 

where n > m. Block coding involves three steps: 

Division, 

Substitution 

Combination. 

After block coding is done, it is line coded for transmission. 

Analog-to-Digital Conversion 

Microphones create analog voice and camera creates analog videos, which are treated is analog data. To 

transmit this analog data over digital signals, we need analog to digital conversion. 

Analog data is a continuous stream of data in the wave form whereas digital data is discrete. To convert 

analog wave into digital data, we use Pulse Code Modulation (PCM). 

PCM is one of the most commonly used method to convert analog data into digital form. It involves 

three steps: 

Sampling 

Quantization 

Encoding. 

Sampling 



 

The analog signal is sampled every T interval. Most important factor in sampling is the rate at which 

analog signal is sampled. According to Nyquist Theorem, the sampling rate must be at least two times of 

the highest frequency of the signal. 

Quantization 

 

Sampling yields discrete form of continuous analog signal. Every discrete pattern shows the amplitude of 

the analog signal at that instance. The quantization is done between the maximum amplitude value and 

the minimum amplitude value. Quantization is approximation of the instantaneous analog value. 

Encoding 

 

In encoding, each approximated value is then converted into binary format. 

Transmission Modes 

The transmission mode decides how data is transmitted between two computers.The binary data in the 

form of 1s and 0s can be sent in two different modes: Parallel and Serial. 

Parallel Transmission 



 

The binary bits are organized in-to groups of fixed length. Both sender and receiver are connected in 

parallel with the equal number of data lines. Both computers distinguish between high order and low 

order data lines. The sender sends all the bits at once on all lines.Because the data lines are equal to the 

number of bits in a group or data frame, a complete group of bits (data frame) is sent in one go. 

Advantage of Parallel transmission is high speed and disadvantage is the cost of wires, as it is equal to 

the number of bits sent in parallel. 

Serial Transmission 

In serial transmission, bits are sent one after another in a queue manner. Serial transmission requires 

only one communication channel. 

 

Serial transmission can be either asynchronous or synchronous. 

Asynchronous Serial Transmission 

It is named so because there’is no importance of timing. Data-bits have specific pattern and they help 

receiver recognize the start and end data bits.For example, a 0 is prefixed on every data byte and one or 

more 1s are added at the end. 

Two continuous data-frames (bytes) may have a gap between them. 

Synchronous Serial Transmission 

Timing in synchronous transmission has importance as there is no mechanism followed to recognize 

start and end data bits.There is no pattern or prefix/suffix method. Data bits are sent in burst mode 

without maintaining gap between bytes (8-bits). Single burst of data bits may contain a number of bytes. 

Therefore, timing becomes very important. 



It is up to the receiver to recognize and separate bits into bytes.The advantage of synchronous 

transmission is high speed, and it has no overhead of extra header and footer bits as in asynchronous 

transmission. 

Network security is the security provided to a network from unauthorized access and risks. It is the duty 

of network administrators to adopt preventive measures to protect their networks from potential 

security threats. 

Computer networks that are involved in regular transactions and communication within the 

government, individuals, or business require security. The most common and simple way of protecting a 

network resource is by assigning it a unique name and a corresponding password. 

Types of Network Security Devices 

Active Devices 

These security devices block the surplus traffic. Firewalls, antivirus scanning devices, and content 

filtering devices are the examples of such devices. 

Passive Devices 

These devices identify and report on unwanted traffic, for example, intrusion detection appliances. 

Preventative Devices 

These devices scan the networks and identify potential security problems. For example, penetration 

testing devices and vulnerability assessment appliances. 

Unified Threat Management (UTM) 

These devices serve as all-in-one security devices. Examples include firewalls, content filtering, web 

caching, etc. 

Firewalls 

A firewall is a network security system that manages and regulates the network traffic based on some 

protocols. A firewall establishes a barrier between a trusted internal network and the internet. 

Firewalls exist both as software that run on a hardware and as hardware appliances. Firewalls that are 

hardware-based also provide other functions like acting as a DHCP server for that network. 

Most personal computers use software-based firewalls to secure data from threats from the internet. 

Many routers that pass data between networks contain firewall components and conversely, many 

firewalls can perform basic routing functions. 

Firewalls are commonly used in private networks or intranets to prevent unauthorized access from the 

internet. Every message entering or leaving the intranet goes through the firewall to be examined for 

security measures. 

An ideal firewall configuration consists of both hardware and software based devices. A firewall also 

helps in providing remote access to a private network through secure authentication certificates and 

logins. 



Hardware and Software Firewalls 

Hardware firewalls are standalone products. These are also found in broadband routers. Most hardware 

firewalls provide a minimum of four network ports to connect other computers. For larger networks − 

e.g., for business purpose − business networking firewall solutions are available. 

Software firewalls are installed on your computers. A software firewall protects your computer from 

internet threats. 

Antivirus 

An antivirus is a tool that is used to detect and remove malicious software. It was originally designed to 

detect and remove viruses from computers. 

Modern antivirus software provide protection not only from virus, but also from worms, Trojan-horses, 

adwares, spywares, keyloggers, etc. Some products also provide protection from malicious URLs, spam, 

phishing attacks, botnets, DDoS attacks, etc. 

Content Filtering 

Content filtering devices screen unpleasant and offensive emails or webpages. These are used as a part 

of firewalls in corporations as well as in personal computers. These devices generate the message 

"Access Denied" when someone tries to access any unauthorized web page or email. 

Content is usually screened for pornographic content and also for violence- or hate-oriented content. 

Organizations also exclude shopping and job related contents. 

Content filtering can be divided into the following categories − 

Web filtering 

Screening of Web sites or pages 

E-mail filtering 

Screening of e-mail for spam 

Other objectionable content 

Intrusion Detection Systems 

Intrusion Detection Systems, also known as Intrusion Detection and Prevention Systems, are the 

appliances that monitor malicious activities in a network, log information about such activities, take 

steps to stop them, and finally report them. 

Intrusion detection systems help in sending an alarm against any malicious activity in the network, drop 

the packets, and reset the connection to save the IP address from any blockage. Intrusion detection 

systems can also perform the following actions − 

Correct Cyclic Redundancy Check (CRC) errors 

Prevent TCP sequencing issues 



Clean up unwanted transport and network layer options 

Human being from ages had two inherent needs − (a) to communicate and share information and (b) to 

communicate selectively. These two needs gave rise to the art of coding the messages in such a way that 

only the intended people could have access to the information. Unauthorized people could not extract 

any information, even if the scrambled messages fell in their hand. 

The art and science of concealing the messages to introduce secrecy in information security is recognized 

as cryptography. 

The word ‘cryptography’ was coined by combining two Greek words, ‘Krypto’ meaning hidden and 

‘graphene’ meaning writing. 

History of Cryptography 

The art of cryptography is considered to be born along with the art of writing. As civilizations evolved, 

human beings got organized in tribes, groups, and kingdoms. This led to the emergence of ideas such as 

power, battles, supremacy, and politics. These ideas further fueled the natural need of people to 

communicate secretly with selective recipient which in turn ensured the continuous evolution of 

cryptography as well. 

The roots of cryptography are found in Roman and Egyptian civilizations. 

Hieroglyph − The Oldest Cryptographic Technique 

The first known evidence of cryptography can be traced to the use of ‘hieroglyph’. Some 4000 years ago, 

the Egyptians used to communicate by messages written in hieroglyph. This code was the secret known 

only to the scribes who used to transmit messages on behalf of the kings. One such hieroglyph is shown 

below. 

 

Later, the scholars moved on to using simple mono-alphabetic substitution ciphers during 500 to 600 BC. 

This involved replacing alphabets of message with other alphabets with some secret rule. 

This rule became a key to retrieve the message back from the garbled message. 

The earlier Roman method of cryptography, popularly known as the Caesar Shift Cipher, relies on 

shifting the letters of a message by an agreed number (three was a common choice), the recipient of 

this message would then shift the letters back by the same number and obtain the original message. 



 

Steganography 

Steganography is similar but adds another dimension to Cryptography. In this method, people not only 

want to protect the secrecy of an information by concealing it, but they also want to make sure any 

unauthorized person gets no evidence that the information even exists. For example, invisible 

watermarking. 

In steganography, an unintended recipient or an intruder is unaware of the fact that observed data 

contains hidden information. In cryptography, an intruder is normally aware that data is being 

communicated, because they can see the coded/scrambled message. 

 

Evolution of Cryptography 

It is during and after the European Renaissance, various Italian and Papal states led the rapid 

proliferation of cryptographic techniques. Various analysis and attack techniques were researched in 

this era to break the secret codes. 

Improved coding techniques such as Vigenere Coding came into existence in the 15th century, which 

offered moving letters in the message with a number of variable places instead of moving them the 

same number of places. 

Only after the 19th century, cryptography evolved from the ad hoc approaches to encryption to the more 

sophisticated art and science of information security. 



In the early 20th century, the invention of mechanical and electromechanical machines, such as 

the Enigma rotor machine,provided more advanced and efficient means of coding the information. 

During the period of World War II, both cryptography and cryptanalysis became excessively 

mathematical. 

With the advances taking place in this field, government organizations, military units, and some 

corporate houses started adopting the applications of cryptography. They used cryptography to guard 

their secrets from others. Now, the arrival of computers and the Internet has brought effective 

cryptography within the reach of common people. 

Wireless means transmitting signals using radio waves as the medium instead of wires. Wireless 

technologies are used for tasks as simple as switching off the television or as complex as supplying the 

sales force with information from an automated enterprise application while in the field. Now cordless 

keyboards and mice, PDAs, pagers and digital and cellular phones have become part of our daily life. 

 

Some of the inherent characteristics of wireless communications systems which make it attractive for 

users, are given below − 

Mobility − A wireless communications system allows users to access information beyond their desk and 

conduct business from anywhere without having a wire connectivity. 

Reachability − Wireless communication systems enable people to be stay connected and be reachable, 

regardless of the location they are operating from. 

Simplicity − Wireless communication system are easy and fast to deploy in comparison of cabled 

network. Initial setup cost could be a bit high but other advantages overcome that high cost. 

Maintainability − In a wireless system, you do not have to spend too much cost and time to maintain the 

network setup. 

Roaming Services − Using a wireless network system, you can provide service any where any time 

including train, buses, aeroplanes etc. 

New Services − Wireless communication systems provide various smart services like SMS and MMS. 

Wireless Network Topologies 

There are basically three ways to set up a wireless network − 



Point-to-point bridge 

As you know, a bridge is used to connect two networks. A point-to-point bridge interconnects two 

buildings having different networks. For example, a wireless LAN bridge can interface with an Ethernet 

network directly to a particular access point (as shown in the following image). 

 

Point-to-multipoint bridge 

This topology is used to connect three or more LANs that may be located on different floors in a building 

or across buildings(as shown in the following image). 

 

Mesh or ad hoc network 

This network is an independent local area network that is not connected to a wired infrastructure and in 

which all stations are connected directly to one another(as shown in the following image). 

 

Wireless Technologies 

Wireless technologies can be classified in different ways depending on their range. Each wireless 

technology is designed to serve a specific usage segment. The requirements for each usage segment are 

based on a variety of variables, including Bandwidth needs, Distance needs and Power. 



Wireless Wide Area Network (WWAN) 

This network enables you to access the Internet via a wireless wide area network (WWAN) access card 

and a PDA or laptop. 

These networks provide a very fast data speed compared with the data rates of mobile 

telecommunications technology, and their range is also extensive. Cellular and mobile networks based 

on CDMA and GSM are good examples of WWAN. 

Wireless Personal Area Network (WPAN) 

These networks are very similar to WWAN except their range is very limited. 

Wireless Local Area Network (WLAN) 

This network enables you to access the Internet in localized hotspots via a wireless local area network 

(WLAN) access card and a PDA or laptop. 

It is a type of local area network that uses high-frequency radio waves rather than wires to 

communicate between nodes. 

These networks provide a very fast data speed compared with the data rates of mobile 

telecommunications technology, and their range is very limited. Wi-Fi is the most widespread and 

popular example of WLAN technology. 

Wireless Metropolitan Area Network (WMAN) 

This network enables you to access the Internet and multimedia streaming services via a wireless region 

area network (WRAN). 

These networks provide a very fast data speed compared with the data rates of mobile 

telecommunication technology as well as other wireless network, and their range is also extensive. 

Issues with Wireless Networks 

There are following three major issues with Wireless Networks. 

Quality of Service (QoS) − One of the primary concerns about wireless data delivery is that, unlike the 

Internet through wired services, QoS is inadequate. Lost packets and atmospheric interference are 

recurring problems of the wireless protocols. 

Security Risk − This is another major issue with a data transfer over a wireless network. Basic network 

security mechanisms like the service set identifier (SSID) and Wireless Equivalency Privacy (WEP);these 

measures may be adequate for residences and small businesses, but they are inadequate for the entities 

that require stronger security. 

Reachable Range − Normally, wireless network offers a range of about 100 meters or less. Range is a 

function of antenna design and power. Now a days the range of wireless is extended to tens of miles so 

this should not be an issue any more. 

Wireless Broadband Access (WBA) 



Broadband wireless is a technology that promises high-speed connection over the air. It uses radio 

waves to transmit and receive data directly to and from the potential users whenever they want it. 

Technologies such as 3G, Wi-Fi, WiMAX and UWB work together to meet unique customer needs. 

WBA is a point-to-multipoint system which is made up of base station and subscriber equipment. 

Instead of using the physical connection between the base station and the subscriber, the base station 

uses an outdoor antenna to send and receive high-speed data and voice-to-subscriber equipment. 

WBA offers an effective, complementary solution to wireline broadband, which has become globally 

recognized by a high percentage of the population. 

What is Wi-Fi ? 

Wi-Fi stands for Wireless Fidelity. Wi-Fi is based on the IEEE 802.11 family of standards and is primarily a 

local area networking (LAN) technology designed to provide in-building broadband coverage. 

For more detail on Wi-Fi, please look into our Wi-Fi Tutorial 

 

 

What is Error? 

Error is a condition when the output information does not match with the input information. During 

transmission, digital signals suffer from noise that can introduce errors in the binary bits travelling from 

one system to other. That means a 0 bit may change to 1 or a 1 bit may change to 0. 

 

Error-Detecting codes 

Whenever a message is transmitted, it may get scrambled by noise or data may get corrupted. To avoid 

this, we use error-detecting codes which are additional data added to a given digital message to help us 

detect if an error occurred during transmission of the message. A simple example of error-detecting 

code is parity check. 

Error-Correcting codes 

Along with error-detecting code, we can also pass some data to figure out the original message from the 

corrupt message that we received. This type of code is called an error-correcting code. Error-correcting 

codes also deploy the same strategy as error-detecting codes but additionally, such codes also detect 

the exact location of the corrupt bit. 

https://www.tutorialspoint.com/wi-fi/index.htm


In error-correcting codes, parity check has a simple way to detect errors along with a sophisticated 

mechanism to determine the corrupt bit location. Once the corrupt bit is located, its value is reverted 

(from 0 to 1 or 1 to 0) to get the original message. 

How to Detect and Correct Errors? 

To detect and correct the errors, additional bits are added to the data bits at the time of transmission. 

The additional bits are called parity bits. They allow detection or correction of the errors. 

The data bits along with the parity bits form a code word. 

Parity Checking of Error Detection 

It is the simplest technique for detecting and correcting errors. The MSB of an 8-bits word is used as the 

parity bit and the remaining 7 bits are used as data or message bits. The parity of 8-bits transmitted 

word can be either even parity or odd parity. 

 

Even parity -- Even parity means the number of 1's in the given word including the parity bit should be 

even (2,4,6,....). 

Odd parity -- Odd parity means the number of 1's in the given word including the parity bit should be 

odd (1,3,5,....). 

Use of Parity Bit 

The parity bit can be set to 0 and 1 depending on the type of the parity required. 

For even parity, this bit is set to 1 or 0 such that the no. of "1 bits" in the entire word is even. Shown in 

fig. (a). 

For odd parity, this bit is set to 1 or 0 such that the no. of "1 bits" in the entire word is odd. Shown in fig. 

(b). 

 

How Does Error Detection Take Place? 



Parity checking at the receiver can detect the presence of an error if the parity of the receiver signal is 

different from the expected parity. That means, if it is known that the parity of the transmitted signal is 

always going to be "even" and if the received signal has an odd parity, then the receiver can conclude 

that the received signal is not correct. If an error is detected, then the receiver will ignore the received 

byte and request for retransmission of the same byte to the transmitter. 

 

Bluetooth wireless technology is a short range communications technology intended to replace the 

cables connecting portable unit and maintaining high levels of security. Bluetooth technology is based 

on Ad-hoc technology also known as Ad-hoc Pico nets, which is a local area network with a very limited 

coverage. 

History of Bluetooth 

WLAN technology enables device connectivity to infrastructure based services through a wireless carrier 

provider. The need for personal devices to communicate wirelessly with one another without an 

established infrastructure has led to the emergence of Personal Area Networks (PANs). 

Ericsson's Bluetooth project in 1994 defines the standard for PANs to enable communication between 

mobile phones using low power and low cost radio interfaces. 

In May 1988, Companies such as IBM, Intel, Nokia and Toshiba joined Ericsson to form the Bluetooth 

Special Interest Group (SIG) whose aim was to develop a defacto standard for PANs. 

IEEE has approved a Bluetooth based standard named IEEE 802.15.1 for Wireless Personal Area 

Networks (WPANs). IEEE standard covers MAC and Physical layer applications. 

Bluetooth specification details the entire protocol stack. Bluetooth employs Radio Frequency (RF) for 

communication. It makes use of frequency modulation to generate radio waves in the ISM band. 

 

The usage of Bluetooth has widely increased for its special features. 

Bluetooth offers a uniform structure for a wide range of devices to connect and communicate with each 

other. 

Bluetooth technology has achieved global acceptance such that any Bluetooth enabled device, almost 

everywhere in the world, can be connected with Bluetooth enabled devices. 



Low power consumption of Bluetooth technology and an offered range of up to ten meters has paved 

the way for several usage models. 

Bluetooth offers interactive conference by establishing an adhoc network of laptops. 

Bluetooth usage model includes cordless computer, intercom, cordless phone and mobile phones. 

Piconets and Scatternets 

Bluetooth enabled electronic devices connect and communicate wirelessly through shortrange devices 

known as Piconets. Bluetooth devices exist in small ad-hoc configurations with the ability to act either as 

master or slave the specification allows a mechanism for master and slave to switch their roles. Point to 

point configuration with one master and one slave is the simplest configuration. 

When more than two Bluetooth devices communicate with one another, this is called a PICONET. A 

Piconet can contain up to seven slaves clustered around a single master. The device that initializes 

establishment of the Piconet becomes the master. 

The master is responsible for transmission control by dividing the network into a series of time slots 

amongst the network members, as a part of time division multiplexing scheme which is shown below. 

 

The features of Piconets are as follows − 

Within a Piconet, the timing of various devices and the frequency hopping sequence of individual 

devices is determined by the clock and unique 48-bit address of master. 

Each device can communicate simultaneously with up to seven other devices within a single Piconet. 

Each device can communicate with several piconets simultaneously. 

Piconets are established dynamically and automatically as Bluetooth enabled devices enter and leave 

piconets. 

There is no direct connection between the slaves and all the connections are essentially master-to-slave 

or slave-to-master. 

Slaves are allowed to transmit once these have been polled by the master. 

Transmission starts in the slave-to-master time slot immediately following a polling packet from the 

master. 



A device can be a member of two or more piconets, jumping from one piconet to another by adjusting 

the transmission regime-timing and frequency hopping sequence dictated by the master device of the 

second piconet. 

It can be a slave in one piconet and master in another. It however cannot be a master in more than once 

piconet. 

Devices resident in adjacent piconets provide a bridge to support inner-piconet connections, allowing 

assemblies of linked piconets to form a physically extensible communication infrastructure known 

as Scatternet. 

Spectrum 

Bluetooth technology operates in the unlicensed industrial, scientific and medical (ISM) band at 2.4 to 

2.485 GHZ, using a spread spectrum hopping, full-duplex signal at a nominal rate of 1600 hops/sec. the 

2.4 GHZ ISM band is available and unlicensed in most countries. 

Range 

Bluetooth operating range depends on the device Class 3 radios have a range of up to 1 meter or 3 feet 

Class 2 radios are most commonly found in mobile devices have a range of 10 meters or 30 feet Class 1 

radios are used primarily in industrial use cases have a range of 100 meters or 300 feet. 

Data rate 

Bluetooth supports 1Mbps data rate for version 1.2 and 3Mbps data rate for Version 2.0 combined with 

Error Data Rate. 

 

 

Overview 

When DNS was not into existence, one had to download a Host filecontaining host names and their 

corresponding IP address. But with increase in number of hosts of internet, the size of host file also 

increased. This resulted in increased traffic on downloading this file. To solve this problem the DNS 

system was introduced. 

Domain Name System helps to resolve the host name to an address. It uses a hierarchical naming 

scheme and distributed database of IP addresses and associated names 

IP Address 

IP address is a unique logical address assigned to a machine over the network. An IP address exhibits the 

following properties: 

IP address is the unique address assigned to each host present on Internet. 

IP address is 32 bits (4 bytes) long. 

IP address consists of two components: network component and host component. 



Each of the 4 bytes is represented by a number from 0 to 255, separated with dots. For example 

137.170.4.124 

IP address is 32-bit number while on the other hand domain names are easy to remember names. For 

example, when we enter an email address we always enter a symbolic string such as 

webmaster@tutorialspoint.com. 

Uniform Resource Locator (URL) 

Uniform Resource Locator (URL) refers to a web address which uniquely identifies a document over the 

internet. 

This document can be a web page, image, audio, video or anything else present on the web. 

For example, www.tutorialspoint.com/internet_technology/index.htmlis an URL to the index.html which 

is stored on tutorialspoint web server under internet_technology directory. 

URL Types 

There are two forms of URL as listed below: 

Absolute URL 

Relative URL 

ABSOLUTE URL 

Absolute URL is a complete address of a resource on the web. This completed address comprises of 

protocol used, server name, path name and file name. 

For example http:// www.tutorialspoint.com / internet_technology /index.htm. where: 

http is the protocol. 

tutorialspoint.com is the server name. 

index.htm is the file name. 

The protocol part tells the web browser how to handle the file. Similarly we have some other protocols 

also that can be used to create URL are: 

FTP 

https 

Gopher 

mailto 

news 

RELATIVE URL 

Relative URL is a partial address of a webpage. Unlike absolute URL, the protocol and server part are 

omitted from relative URL. 



Relative URLs are used for internal links i.e. to create links to file that are part of same website as the 

WebPages on which you are placing the link. 

For example, to link an image on tutorialspoint.com/internet_technology/internet_referemce_models, 

we can use the relative URL which can take the form like /internet_technologies/internet-osi_model.jpg. 

Difference between Absolute and Relative URL 

Absolute URL Relative URL 

Used to link web pages on different 

websites 
Used to link web pages within the same website. 

Difficult to manage. Easy to Manage 

Changes when the server name or directory 

name changes 

Remains same even of we change the server name or 

directory name. 

Take time to access Comparatively faster to access. 

Domain Name System Architecture 

The Domain name system comprises of Domain Names, Domain Name Space, Name Server that have 

been described below: 

Domain Names 

Domain Name is a symbolic string associated with an IP address. There are several domain names 

available; some of them are generic such as com, edu, gov, net etc, while some country level domain 

names such as au, in, za, usetc. 

The following table shows the Generic Top-Level Domain names: 

Domain Name Meaning 

Com Commercial business 

Edu Education 

Gov U.S. government agency 

Int International entity 

Mil U.S. military 



Net Networking organization 

Org Non profit organization 

The following table shows the Country top-level domain names: 

Domain Name Meaning 

Au Australia 

In India 

Cl Chile 

Fr France 

Us United States 

Za South Africa 

Uk United Kingdom 

Jp Japan 

Es Spain 

De Germany 

Ca Canada 

Ee Estonia 

Hk Hong Kong 

Domain Name Space 

The domain name space refers a hierarchy in the internet naming structure. This hierarchy has multiple 

levels (from 0 to 127), with a root at the top. The following diagram shows the domain name space 

hierarchy: 



 

In the above diagram each subtree represents a domain. Each domain can be partitioned into sub 

domains and these can be further partitioned and so on. 

Name Server 

Name server contains the DNS database. This database comprises of various names and their 

corresponding IP addresses. Since it is not possible for a single server to maintain entire DNS database, 

therefore, the information is distributed among many DNS servers. 

Hierarchy of server is same as hierarchy of names. 

The entire name space is divided into the zones 

Zones 

Zone is collection of nodes (sub domains) under the main domain. The server maintains a database 

called zone file for every zone. 

 

If the domain is not further divided into sub domains then domain and zone refers to the same thing. 

The information about the nodes in the sub domain is stored in the servers at the lower levels however; 

the original server keeps reference to these lower levels of servers. 

TYPES OF NAME SERVERS 

Following are the three categories of Name Servers that manages the entire Domain Name System: 

Root Server 

Primary Server 

Secondary Server 



ROOT SERVER 

Root Server is the top level server which consists of the entire DNS tree. It does not contain the 

information about domains but delegates the authority to the other server 

PRIMARY SERVERS 

Primary Server stores a file about its zone. It has authority to create, maintain, and update the zone file. 

SECONDARY SERVER 

Secondary Server transfers complete information about a zone from another server which may be 

primary or secondary server. The secondary server does not have authority to create or update a zone 

file. 

DNS Working 

DNS translates the domain name into IP address automatically. Following steps will take you through the 

steps included in domain resolution process: 

When we type www.tutorialspoint.com into the browser, it asks the local DNS Server for its IP address. 

Here the local DNS is at ISP end. 

When the local DNS does not find the IP address of requested domain name, it forwards the request to 

the root DNS server and again enquires about IP address of it. 

The root DNS server replies with delegation that I do not know the IP address of 

www.tutorialspoint.com but know the IP address of DNS Server. 

The local DNS server then asks the com DNS Server the same question. 

The com DNS Server replies the same that it does not know the IP address of www.tutorialspont.com 

but knows the address of tutorialspoint.com. 

Then the local DNS asks the tutorialspoint.com DNS server the same question. 

Then tutorialspoint.com DNS server replies with IP address of www.tutorialspoint.com. 

Now, the local DNS sends the IP address of www.tutorialspoint.com to the computer that sends the 

request. 

Wireless communication involves the transmission of information over a distance without the help of 

wires, cables or any other forms of electrical conductors. 

Wireless communication is a broad term that incorporates all procedures and forms of connecting and 

communicating between two or more devices using a wireless signal through wireless communication 

technologies and devices. 

Features of Wireless Communication 

The evolution of wireless technology has brought many advancements with its effective features. 



The transmitted distance can be anywhere between a few meters (for example, a television's remote 

control) and thousands of kilometers (for example, radio communication). 

Wireless communication can be used for cellular telephony, wireless access to the internet, wireless 

home networking, and so on. 

Other examples of applications of radio wireless technology include GPS units, garage door openers, 

wireless computer mice, keyboards and headsets, headphones, radio receivers, satellite television, 

broadcast television and cordless telephones. 

 

Wireless - Advantages 

Wireless communication involves transfer of information without any physical connection between two 

or more points. Because of this absence of any 'physical infrastructure', wireless communication has 

certain advantages. This would often include collapsing distance or space. 

Wireless communication has several advantages; the most important ones are discussed below − 

Cost effectiveness 

Wired communication entails the use of connection wires. In wireless networks, communication does 

not require elaborate physical infrastructure or maintenance practices. Hence the cost is reduced. 

Example − Any company providing wireless communication services does not incur a lot of costs, and as 

a result, it is able to charge cheaply with regard to its customer fees. 

Flexibility 

Wireless communication enables people to communicate regardless of their location. It is not necessary 

to be in an office or some telephone booth in order to pass and receive messages. 

Miners in the outback can rely on satellite phones to call their loved ones, and thus, help improve their 

general welfare by keeping them in touch with the people who mean the most to them. 

Convenience 

Wireless communication devices like mobile phones are quite simple and therefore allow anyone to use 

them, wherever they may be. There is no need to physically connect anything in order to receive or pass 

messages. 



Example − Wireless communications services can also be seen in Internet technologies such as Wi-Fi. 

With no network cables hampering movement, we can now connect with almost anyone, anywhere, 

anytime. 

Speed 

Improvements can also be seen in speed. The network connectivity or the accessibility were much 

improved in accuracy and speed. 

Example − A wireless remote can operate a system faster than a wired one. The wireless control of a 

machine can easily stop its working if something goes wrong, whereas direct operation can’t act so fast. 

Accessibility 

The wireless technology helps easy accessibility as the remote areas where ground lines can’t be 

properly laid, are being easily connected to the network. 

Example − In rural regions, online education is now possible. Educators no longer need to travel to far-

flung areas to teach their lessons. Thanks to live streaming of their educational modules. 

Constant connectivity 

Constant connectivity also ensures that people can respond to emergencies relatively quickly. 

Example − A wireless mobile can ensure you a constant connectivity though you move from place to 

place or while you travel, whereas a wired land line can’t. 

Enhanced Data rates for Global Evolution (EDGE) introduces a new modulation technique, as well as 

protocol enhancements for transmitting packets over the radio. 

The use of the new modulation and the protocol enhancements, result in dramatically increased 

throughput and capacity gains enabling 3G services in the existing GSM/GPRS networks. No changes are 

needed to the existing core network infrastructure to support EDGE. This emphasizes the fact that EDGE 

is only an “add-on” for BSS. 

For EDGE, nine Modulation and Coding Schemes (MCS) are introduced (MCS1 to MCS9) and optimized 

for different radio environment. Four EDGE coding schemes are using GMSK and five are using 8 PSK 

Modulation. 

Upgradation to EDGE 

Mobile Station (MS) − MS should be EDGE enabled. 

BTS − HW supplied is Edge enabled. 

BSC − Definitions for EDGE timeslots needs to be done in BSC. 

GPRS Support Nodes (GSNs) − Definitions for Edge need to be defined in GSNs. 

Databases (HLR, VLR, etc.) − No definition is required. 

Benefits of EDGE 



Short-term benefits − Capacity and performance, 

Easy implementation on a GSM/GPRS network, 

Cost effective, 

Increases the capacity and triples the data rate of GPRS, 

Enables new multimedia services, 

Long-term benefit − Harmonization with WCDMA. 

What EDGE Would Mean to Subscribers 

Streaming applications 

Very high speed downloads 

Corporate intranet connections 

Quicker MMS 

Video phone 

Vertical corporate applications - Video conference, Remote presentations. 

GSM and CDMA networks work so differently that a phone built for one cannot operate on the 

other. Both of these bunch together different standards or technologies to provide solutions for mobile 

telecommunication. Remember these standards have changed over time, and GSM and CDMA can be 

considered as blanket terms that cover their own related standards. 

 

The fight between GSM and CDMA continues 

And there is a good reason why you can’t use a Reliance CDMA phone on the Airtel network in India and 

why you can’t use an AT&T phone on a Verizon network in the United States. We will be exploring some 

of those difference in this article. 

Which is most widely used? 

Except for United States of America, most of the world (about 85 to 90% of world market) runs on GSM. 

In USA alone, CDMA users outnumber GSM users. The global spread of GSM can be traced back to 

Europe mandating the technology by law back in 1987. GSM comes from an industry consortium and 

CDMA from mostly just the one chipset-maker Qualcomm. It also had a first mover advantage over 



CDMA and had better network coverage by the time mobile phones started getting popular in the 

1990s. 

Basic Technical Details: 

CDMA: Code Division Multiple Access 

CDMA is an acronym for Code Division Multiple Access and GSM for Global System for Mobiles and all 

this has to do with the way data on your mobile phone gets converted into radio waves that then get 

broadcasted and received by other mobile phones. 

This uses digital modulation called spread spectrum multiple access technology which spreads the voice 

data over a wide channel in pseudorandom fashion using a user or cell specific pseudorandom code. 

Without going into details, a pseudorandom process is a process that is not random but appears to be. 

Such a process is technically easier to produce than a really random one, and can be used again and 

again to produce exactly the same numbers. 

Now, when the receiver receives the pseudorandom code he undoes the randomization to collect the 

bits together and produce the original data. As the codes are pseudorandom, this allows multiple users 

to share the same frequency without interference and hence facilitates numerous users to talk at the 

same time. 

 

How frequency range is divided. 

GSM: Global System for Mobile communications 

GSM was developed by utilizing TDMA. Time-Division Multiple Access divides a narrow 30 kHz wide 

band of 6.7 milliseconds long into three parts. Narrow band means channels in the traditional sense of 

radios. Each conversation gets the radio for one-third of the time. Voice data is converted into digital 

information and compressed, which takes up very little transmission space. Therefore, TDMA has three 

times the capacity of an analog system using the same number of channels. Each user of the channel 

takes turns for both transmitting and receiving signals. This is analogous to time-sharing on a computer 

where each person uses the computer for a specific amount of time. It also uses Frequency-

Division Multiple Access (FDMA) which provides access to multiple users by separating the used 

frequencies. 

Let’s break the technical into easy to understand language 



Let us take the classic example of a small party, where couples are talking to each other in a room. The 

couples represent a speaker and a listener alternatively and the room represents the bandwidth. 

TDMA: Speakers take turns to talk to the listeners , one couple at a time. The speaker talks for a short 

duration of time to his partner listener and then stops to let another couple talk. Only one couple is 

talking at a time, and no two conversations are mixing. 

CDMA: Any Speaker can talk at any time; however each speaker uses a different language with his 

partner listener. Each listener can only understand the language of their partner. 

To summarize, TDMA uses time to divide the spectrum in such a way that each communication uses the 

entire spectrum for a distinct amount of time. CDMA would allow all communications the entire 

spectrum over all the time. 

Which does what better? 

In the later parts of 1990s CDMA was a standard trying to dislodge the dominant GSM. The differences 

between the two were more obvious, but over time advancing technology and good network coverage 

has narrowed the gap significantly. If you have better reception at your home with a GSM phone than a 

CDMA, it’s most likely because one tower is much closer to you or because they have a better support 

staff. 

2G GSM was much better inside buildings and still is better in most parts of the world. At the same time, 

CDMA phones have a Soft Handoff of calls from tower to tower, so call drops are fewer. CDMA 

technology offers in-built security layer as opposed to GSM where extra effort has to be made to 

improve security. CDMA makes it very tough for hackers to decode the sent code. 

GSM phones can send and receive data packets (internet) while making a call, which most CDMA 

networks still don’t support. At the same time, GSM phones interfere with other electronics, especially 

with certain audio amplifiers. You would be all too familiar with disturbance (a noise which is mix of a 

beep and a screech) caused by GSM phones when talking over a landline phone. 

The differences you should care about: 

Most of times it is easy to distinguish between GSM and CDMA phones. In GSM phones there is a 

removable chip called a SIM card. This memory SIM (Subscriber identity module) CARD device stores 

subscriber and carrier information. And you can take a SIM card out of a GSM phone and stick a new 

SIM in from a different carrier/network provider. Some phones can of course still be locked to a specific 

network, especially when they come with subsidized pre-paid contracts. 

For CDMA the carrier information is provided on the phones software. Of course, in recent times CDMA 

has something similar to the SIM card, it is called a RUIM (Removable User ID Module), but this hasn’t 

really caught on with most of us. If you like to change your phone frequently or try to get better deals on 

different carriers often, a GSM phone with switchable SIMS becomes a worthwhile choice. And not to 

forget a consumer is also spoilt for choices with the number of options and varieties available for a GSM 

phone device. 

Frequent travelers will benefit a lot from using GSM phones over the CDMA .GSM virtually covers more 

than 180 counties across the world; so, international roaming is not an issue. The presence of greater 



number of subscribers worldwide creates a better network effect for the GSM handset makers, carriers, 

and end users. And you can switch to a different carrier in another country and save on those 

extravagant roaming charges as well. Even in the US, local pay-as-you-go SIMs can save you plenty of 

money in your international travel. 

Now, when it comes to using data (internet) over the phone, CDMA phones score higher both on 

browsing speeds and connectivity. Most of the times the CDMA carriers also offer cheaper data plans 

compared to GSM carriers. And if you have concerns over privacy and hacking, CDMA phones are a 

better choice. 

 

Choose either one according to your needs! 

Conclusion 

Depending on where you are located and what your end requirements are, both CDMA and GSM can be 

better than the other. The choice would solely rest with you. And with technology evolving rapidly one 

of these would serve your needs better than the other in the future. 

Other Interesting Posts 

Any device that does not need to remain at one place to carry out its functions is a mobile device. So 

laptops, smartphones and personal digital assistants are some examples of mobile devices. Due to their 

portable nature, mobile devices connect to networks wirelessly. Mobile devices typically use radio 

waves to communicate with other devices and networks. Here we will discuss the protocols used to 

carry out mobile communication. 

Mobile communication protocols use multiplexing to send information. Multiplexing is a method to 

combine multiple digital or analog signals into one signal over the data channel. This ensures optimum 

utilization of expensive resource and time. At the destination these signals are de-multiplexed to 

recover individual signals. 



 

These are the types of multiplexing options available to communication channels − 

FDM (Frequency Division Multiplexing) − Here each user is assigned a different frequency from the 

complete spectrum. All the frequencies can then simultaneously travel on the data channel. 

TDM (Time Division Multiplexing) − A single radio frequency is divided into multiple slots and each slot is 

assigned to a different user. So multiple users can be supported simultaneously. 

CDMA (Code Division Multiplexing) − Here several users share the same frequency spectrum 

simultaneously. They are differentiated by assigning unique codes to them. The receiver has the unique 

key to identify the individual calls. 

GSM 

GSM stands for Global System for Mobile communications. GSM is one of the most widely used digital 

wireless telephony system. It was developed in Europe in 1980s and is now international standard in 

Europe, Australia, Asia and Africa. Any GSM handset with a SIM (Subscriber Identity Module) card can be 

used in any country that uses this standard. Every SIM card has a unique identification number. It has 

memory to store applications and data like phone numbers, processor to carry out its functions and 

software to send and receive messages 

GSM technology uses TDMA (Time Division Multiple Access) to support up to eight calls simultaneously. 

It also uses encryption to make the data more secure. 

The frequencies used by the international standard is 900 MHz to 1800 MHz However, GSM phones 

used in the US use 1900 MHz frequency and hence are not compatible with the international system. 

CDMA 

CDMA stands for Code Division Multiple Access. It was first used by the British military during World War 

II. After the war its use spread to civilian areas due to high service quality. As each user gets the entire 

spectrum all the time, voice quality is very high. Also, it is automatically encrypted and hence provides 

high security against signal interception and eavesdropping. 

WLL 



WLL stands for Wireless in Local Loop. It is a wireless local telephone service that can be provided in 

homes or offices. The subscribers connect to their local exchange instead of the central exchange 

wirelessly. Using wireless link eliminates last mile or first mile construction of network connection, 

thereby reducing cost and set up time. As data is transferred over very short range, it is more secure 

than wired networks. 

WLL system consists of user handsets and a base station. The base station is connected to the central 

exchange as well as an antenna. The antenna transmits to and receives calls from users through 

terrestrial microwave links. Each base station can support multiple handsets depending on its capacity. 

GPRS 

GPRS stands for General Packet Radio Services. It is a packet based wireless communication technology 

that charges users based on the volume of data they send rather than the time duration for which they 

are using the service. This is possible because GPRS sends data over the network in packets and its 

throughput depends on network traffic. As traffic increases, service quality may go down due to 

congestion, hence it is logical to charge the users as per data volume transmitted. 

GPRS is the mobile communication protocol used by second (2G) and third generation (3G) of mobile 

telephony. It pledges a speed of 56 kbps to 114 kbps, however the actual speed may vary depending on 

network load. 

Since the introduction of first commercial mobile phone in 1983 by Motorola, mobile technology has 

come a long way. Be it technology, protocols, services offered or speed, the changes in mobile 

telephony have been recorded as generation of mobile communication. Here we will discuss the basic 

features of these generations that differentiate it from the previous generations. 

1G Technology 

1G refers to the first generation of wireless mobile communication where analog signals were used to 

transmit data. It was introduced in the US in early 1980s and designed exclusively for voice 

communication. Some characteristics of 1G communication are − 

Speeds up to 2.4 kbps 

Poor voice quality 

Large phones with limited battery life 

No data security 

2G Technology 

2G refers to the second generation of mobile telephony which used digital signals for the first time. It 

was launched in Finland in 1991 and used GSM technology. Some prominent characteristics of 2G 

communication are − 

Data speeds up to 64 kbps 

Text and multimedia messaging possible 



Better quality than 1G 

When GPRS technology was introduced, it enabled web browsing, e-mail services and fast 

upload/download speeds. 2G with GPRS is also referred as 2.5G, a step short of next mobile generation. 

3G Technology 

Third generation (3G) of mobile telephony began with the start of the new millennium and offered 

major advancement over previous generations. Some of the characteristics of this generation are − 

Data speeds of 144 kbps to 2 Mbps 

High speed web browsing 

Running web based applications like video conferencing, multimedia e-mails, etc. 

Fast and easy transfer of audio and video files 

3D gaming 

Every coin has two sides. Here are some downsides of 3G technology − 

Expensive mobile phones 

High infrastructure costs like licensing fees and mobile towers 

Trained personnel required for infrastructure set up 

The intermediate generation, 3.5G grouped together dissimilar mobile telephony and data technologies 

and paved way for the next generation of mobile communication. 

 

4G Technology 

Keeping up the trend of a new mobile generation every decade, fourth generation (4G) of mobile 

communication was introduced in 2011. Its major characteristics are − 

Speeds of 100 Mbps to 1 Gbps 

Mobile web access 

High definition mobile TV 

Cloud computing 

IP telephony 



Online Chatting 

Online chatting is a text-based communication between two or more people over the network. In this, 

the text message is delivered in real time and people get immediate response. 

Talkomatic was the world first online chat system. It was developed by Doug Brown and David R. 

Woolley in 1973. 

Chat Etiquette 

Chat etiquette defines rules that are supposed to be followed while online chatting: 

Avoid chat slang 

Try to spell all words correctly. 

Don’t write all the words in capital. 

Don’t send other chat users private messages without asking them. 

Abide by the rules created by those running the chat. 

Use emoticons to let other person know your feelings and expressions. 

Web Based Chat Services 

Following web sites offers browser based chat services: 

Website Description 

Facebook 

It was founded by Mark Zuckerberg with his college roommates at Harvard 

university. Facebook lets the user to create personal profile, post status & photos, 

and receive notifications. 

eBuddy 
It is an instant messaging service. It supports multiprotocol instant messaging 

clients. 

Convore It offers real time web based chat system. 

MeBeam 
It offers video based chat between the clients to create video conferencing rooms 

for up to 16 people. 

Yahoo! 

Messenger 

It offers PC-PC, PC-phone, Phone-to-PC, file transfer, webcam hosting, text 

messaging service etc. 

WhatsApp It is an instant messaging service application available on smart phones. 

Gmail It offers instant chatting, sending and receiving mails, and video calling services. 



FROM 

The From field indicates the sender’s address i.e. who sent the e-mail. 

DATE 

The Date field indicates the date when the e-mail was sent. 

TO 

The To field indicates the recipient’s address i.e. to whom the e-mail is sent. 

SUBJECT 

The Subject field indicates the purpose of e-mail. It should be precise and to the point. 

CC 

CC stands for Carbon copy. It includes those recipient addresses whom we want to keep informed but 

not exactly the intended recipient. 

BCC 

BCC stands for Black Carbon Copy. It is used when we do not want one or more of the recipients to know 

that someone else was copied on the message. 

GREETING 

Greeting is the opening of the actual message. Eg. Hi Sir or Hi Guys etc. 

TEXT 

It represents the actual content of the message. 

SIGNATURE 

This is the final part of an e-mail message. It includes Name of Sender, Address, and Contact Number. 

Advantages 

E-mail has prooved to be powerful and reliable medium of commmunication. Here are the benefits of E-

mail: 

Reliable 

Convenience 

Speed 

Inexpensive 

Printable 

Global 

Generality 



Reliable 

Many of the mail systems notify the sender if e-mail message was undeliverable. 

Convenience 

There is no requirement of stationary and stamps. One does not have to go to post office. But all these 

things are not required for sending or receiving an mail. 

Speed 

E-mail is very fast. However, the speed also depends upon the underlying network. 

Inexpensive 

The cost of sending e-mail is very low. 

Printable 

It is easy to obtain a hardcopy of an e-mail. Also an electronic copy of an e-mail can also be saved for 

records. 

Global 

E-mail can be sent and received by a person sitting across the globe. 

Generality 

It is also possible to send graphics, programs and sounds with an e-mail. 

Disadvantages 

Apart from several benefits of E-mail, there also exists some disadvantages as discussed below: 

Forgery 

Overload 

Misdirection 

Junk 

No response 

Forgery 

E-mail doesn’t prevent from forgery, that is, someone impersonating the sender, since sender is usually 

not authenticated in any way. 

Overload 

Convenience of E-mail may result in a flood of mail. 

Misdirection 

It is possible that you may send e-mail to an unintended recipient. 



Junk 

Junk emails are undesirable and inappropriate emails. Junk emails are sometimes referred to as spam. 

No Response 

It may be frustrating when the recipient does not read the e-mail and respond on a regular basis. 

 Instant Messaging (IM) 

Instant messaging is a software utility that allows IM users to communicate by sending text messages, 

files, and images. Some of the IMs also support voice and video calls. 

Application Description 

Nimbuzz 
It is native iPhone app. It supports voice and video chats, file sharing, and group 

chats with panache. 

eBuddy 
eBuddy IM helps to have all your buddies from multiple IM accounts in one single 

list. 

Imo.in 
It has capability to link all your IM accounts together. You can log on to all of your 

IM accounts by just logging into imo.in. 

MeBeam 
It offers video based chat between the clients to create video conferencing rooms 

for up to 16 people. 

Yahoo! 

Messenger 

It offers PC-PC, PC-phone, Phone-to-PC, file transfer, webcam hosting, text 

messaging service etc. 

GoogleTalk It is an IM by Google and one of the most widely used. 

Lync 
Lync is an IM developed by Microsoft. It is widely used in corporate sector for 

internal and external communication as well. 

Internet Relay Chat (IRC) 

Internet Relay Chat is a protocol developed by Oikarinen in August 1988. It defines set of rules for 

communication between client and server by some communication mechanism such as chat rooms, 

over the internet. 

IRC consist of separate networks of IRC servers and machines. These allow IRC clients to connect to IRC. 

IRC client runs a program client to connect to a server on one of the IRC nets. After connecting to IRC 

server on IRC network, user can join with one or more channels and converse over there. 

IRC Commands 



Following commands are used while connected to an IRC server. Almost of the below commands will 

work with most of IRC clients and servers. 

Command Description 

/away (message) Leaves a message let the others know why you are gone. 

/clear Clears the text from current window. 

/clearall Clears all the text from all of the opened windows. 

/dcc chat (username) Opens a chat window with the username that you specify. 

/help Brings up a list of all the commands or the help window. 

/ignore (on/of) (username) Allows you to ignore or not ignore a user. 

/ignore (+/-) (username) Alternative to ignore or not ignore a user. 

/join (#channel) Joins a particular chat group. 

/nick (username) Changes the username 

/part (channel) Leaves specified channel. 

/ping (username) Pings a specified user and it let you know how far they are in seconds 

/whowas (username) Shows information about specified user that was in earlier. 

/ping (channel) Pings all users in specified channel. 

Video Conferencing 

Video conferencing or Video teleconferencing is a method of communicating by two-way video and 

audio transmission with help of telecommunication technologies. 

Modes of Video Conferencing 

POINT-TO-POINT 

This mode of conferencing connects two locations only. 



 

MULTI-POINT 

This mode of conferencing connects more than two locations through Multi-point Control Unit (MCU). 

 

Video Sharing 

Video sharing is an IP Multimedia System (IMS) service that allows user to switch voice calls to 

unidirectional video streaming session. The video streaming session can be initiated by any of the 

parties. Moreover, the video source can be the camera or the pre-recorded video clip. 



 

Website is a location on web and is hosted on a web server. It is a set of related web pages. It is 

accessed using Internet address known as Uniform Resource Locator 

Static Websites 

Static websites are also known as flat or stationary websites. They are loaded on the client’s browser as 

exactly they are stored on the web server. Such websites contain only static information. User can only 

read the information but can’t do any modification or interact with the information. 

Static websites are created using only HTML. Static websites are only used when the information is no 

more required to be modified. 

 

Dynamic Websites 

Dynamic websites shows different information at different point of time. It is possible to change a 

portion of a web page without loading the entire web page. It has been made possible 

using Ajax technology. 

Server-side dynamic web page 

It is created by using server-side scripting. There are server-side scripting parameters that determine 

how to assemble a new web page which also include setting up of more client-side processing. 

Client-side dynamic web page 



It is processed using client side scripting such as javascript. And then passed in to Document Object 

Model (DOM). 

 

 


